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1 Introduction to Joint Doctrine and Guidance

The structure for managing the local multi-agency response to emergencies is based upon
the Civil Contingencies Act (2004), which imposes a legal duty on Category 1 responders to
assess risk, plan for emergencies and to co-operate and share information with other
emergency response organisations. The Act is supported by two sets of guidance; ‘Emergency
Preparedness’ and ‘Emergency Response & Recovery’ (ER&R). Emergency Preparedness
deals with the pre-emergency (planning) phase. ER&R describes the multi-agency framework
for responding to and recovering from emergencies in the UK.

This publication complements ER&R by focusing on the interoperability of the emergency
services and wider responders in the early stages of response to a rapid onset localised
incident. Its purpose is to provide commanders with a framework to enable them to effectively
respond together. The principles described are applicable to all Category 1 and 2 responder
organisations and they can be applied to all incidents, wide-area emergencies, and pre-
planned operations where a multi-agency response is required.

This Joint Doctrine sets out the way responders should train and operate and is built upon a
common backbone which defines terminology, principles and ways of working. Joint Doctrine
sets out guidance on what responders should do and how they should do it in a multi-agency
working environment, in order to achieve the degree of interoperability that is essential to a
successful joint response. It does not constitute a set of rules to be applied without thought,
but rather seeks to inform, explain and guide.

The Joint Doctrine is an essential element in the hierarchy of guidance shown in Figure 1-
Emergency Response Documentation Hierarchy for the emergency services. It provides
commanders, at the scene and elsewhere, with generic guidance on what actions they should
undertake when responding to multi agency incidents of any scale.

The guidance contained within this publication should be reflected consistently within
individual organisations’ policies and procedures, which should be reflected in their training
programmes. Separate publications set out specialist ways of working that will apply in specific
circumstances such as Chemical, Biological, Radiological and Nuclear (CBRNe) incidents or
Marauding Terrorist Firearms Attacks (MTFA). These specialist response documents reflect
the generic guidance contained within this publication.

Law (Civil Contingencies Act)

Emergency Preparedness and

Emergency Response & Recovery

Joint Doctrine: The Interoperability Framework

Specialist - for example: . . . . . -
Joint Standard Operating Single Service Materials (Policies

CBRN, Humanitarian Assistance B pyocedures and Aide Memoires & Procedures)

& Mass Casualties

Figure 1- Emergency Response Documentation Hierarchy for the emergency services
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2 The need for interoperability

The emergency services will usually be the first to arrive at the scene of a spontaneous
incident. In order to achieve the best possible outcomes, all responders will need to be able
to work together effectively as soon as they arrive at the scene.

The requirement for a joint response is not new: the findings and lessons identified by many
public enquiries and inquests have highlighted cases where the emergency services
specifically should have worked better together and shown much greater levels of co-operation
and co-ordination. This requirement for better co-ordination and co-operation between the
police, fire and ambulance services leads this document to focus on those services, however
it also emphasises the requirement to work in a joint and coordinated approach with other
responding organisations?.

Interoperability is defined as the extent to which organisations can work together coherently
as a matter of routine. To ensure interoperability exists between the emergency services and
wider responders in England, Wales, Scotland and Northern Ireland which might involve cross-
border and mutual aid at any time, all responder organisations must make certain that their
single service response arrangements, and local procedures, are in alignment with this Joint
Doctrine and in accordance with the Civil Contingencies Act 2004 and its associated guidance.

Organisations should ensure that commanders, at every level, should be able to demonstrate
that they have received appropriate interoperability training in both their preparation and
response arrangements to ensure the highest possible levels of joint working. With appropriate
training and exercising between the emergency services, as well as other Category 1 and 2
responders, the joint response will be significantly more effective in saving lives and reducing
harm.

! For the purposes of the Joint Doctrine, responding organisations are defined as any agency which is involved in the response
to an incident, by either sending personnel to the scene or by otherwise supporting or enabling the response to the incident.
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3 Common terminology in emergency management

One of the barriers to achieving greater levels of interoperability, and specifically the
attainment of shared situational awareness, is the use of terminology that either means
different things to different people, or is simply not understood across different services.
Defining and then sticking to commonly understood terminology is essential for joint working
to be successful.

Emergency responders must always be aware of the risk that their own understanding of
concepts and specific terms is either not shared, or is misunderstood, by others. To alleviate
the potential for ambiguity and misunderstanding this document promotes the use of plain
English where the potential for confusion exists.

The established Civil Protection lexicon of common terminology? is an authoritative reference
point for terminology in emergency management, defining terms of critical significance to
interoperability. There is also an associated set of common map symbols for civil protection®.
Emergency services and other responders are encouraged to cross-reference definitions
given in their own organisation’s documents and to adopt the common definitions which are
contained in the lexicon. Such convergence on common terminology is a fundamental building
block for interoperability.

In some cases specific terms or acronyms can have two or more meanings. This is not
desirable, as there is potential for confusion which could have serious consequences in the
response to an emergency. This reinforces the point that in spite of tools such as the lexicon,
achieving commonly understood terminology is the responsibility of emergency responders on
the ground. Where there is any doubt at all about what is meant by a specific term then
individuals should check and confirm there is common understanding — the lexicon is an
enabler, but meaningful interaction between emergency responders will make it work in
practice.

There are a number of terms that are commonly used in this document which are fundamental
to successful joint working. All responders, regardless of organisation and rank should
understand these. The definitions and a short explanation of each term can be found in Annex
J.

4 Ways of Working

All personnel involved in the response to an emergency or pre-planned event should be
suitably trained and equipped to carry out and discharge the duties they are assigned to, and
this is regardless of the role or function that they undertake.

It is possible that during the early stages of an incident response, employees of one service
may spontaneously carry out tasks that are normally the responsibility of another. However,
as soon as sufficient personnel are in place, unequivocal command and control arrangements
for all relevant functions should be put in place.

Local Standard Operating Procedures (SOPSs) or similar instructions/directives should include
direction that promotes joint working to take place with partner agencies. Such SOPs will need
to focus on specific actions and considerations, as necessary, for the discharge of specific
functions. However, these instructions should also make clear, at the outset, the paramount

2 https://www.gov.uk/government/publications/emergency-responder-interoperability-lexicon

Shttps://www.gov.uk/government/uploads/system/uploads/attachment_data/file/168057/Civil_Protection_Common_Map_Symbol
ogy V1-0 March 2012.pdf
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need to work jointly with multi-agency commanders and to avoid any short-fall, duplication or
conflict of effort between different responder organisations.

4.1 Principles for Joint Working

The principles should be applied by responders when they are determining an appropriate
course of action. They should be reflected in joint or standard operating procedures and
contingency plans for joint working in the response to and co-ordination of an incident*. Figure
2 below illustrates the five joint working principles.

Co-locate

Co-locate with commanders as soon as practicably possible at a
single, safe and easily identified location near to the scene.

Communicate
Communicate clearly using plain English

Co-ordinate
Co-ordinate by agreeing the lead service. Identify priorities,
resources and capabilities for an effective response, including the
timing of further meetings

Jointly understand risk

Jointly understand risk by sharing information about the likelihood
and potential impact of threats and hazards to agree potential
control measures

Shared Situational Awareness

Shared Situational Awareness established by using METHANE and
the Joint Decision Model

Figure 2 - Five principles of joint working

The public expects that the emergency responders will work together in order to preserve life
and reduce harm at any incident.

The purpose of clear, simple principles is to help commanders to take action under pressure
that will enable the achievement of successful outcomes. This simplicity is of paramount
importance in the early stages of an incident, when clear, robust decisions and actions need
to be taken with minimum delay in an often rapidly changing environment.

At the scene, the expected sequence of actions would comprise the first meeting of
commanders (co-location); a joint assessment of the situation and prevailing risks
(communication, joint assessment of the risks and shared situational awareness); and a co-
ordinated plan for action.

41.1 Co-location

The co-location of commanders is essential. It allows those commanders to perform the
functions of command, control and co-ordination, face to face, at a single, jointly agreed
location. This is known as the Forward Command Post (FCP®), it is where the response to the

4 The term ‘incident’ is used in a generic sense throughout this document to refer to events involving the deployment of emergency
responders. It does not necessarily imply the declaration of a major incident, or an emergency as defined under the CCA. The
key point is that the interoperability guidance contained in this document applies, and is important, in any joint response to an
incident, irrespective of scale.

5 FCP - A location near to the scene, where the response by the emergency services is managed.
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incident is managed. The sooner common objectives and a coordinated plan are established,
the more effective the incident resolution will be.

Itis imperative that face to face communications be established as soon as practicable. Where
there is any form of delay in commanders co-locating, Interoperable Communications should
be used to begin enabling shared situational awareness.

Both operational and tactical commanders of each service should be easily identifiable at an
incident, this is usually achieved through the wearing of role specific tabards®, with the
exception of public order and other specialist incidents where coloured epaulettes and helmet
markings are used.

Whilst not all responding agency staff will have role specific tabards, they should, as a
minimum wear appropriate personal protective equipment and identification indicating their
name, organisation and preferably their position or role.

4.1.2 Communication

Communication is the passage of clear, unambiguous and timely information relevant to an
incident. Meaningful and effective communication between emergency responder
organisations and individuals underpins effective joint working. The sharing of information,
free from acronyms and other potential sources of confusion, across service boundaries is
essential to operational success. This starts through pre-planning and between Control Rooms
prior to the deployment of resources (see page 22 for Control Room joint working).

The ability to exchange reliable and accurate information i.e. critical information about
hazards, risks and threats, as well as understanding each organisation’s responsibilities and
capabilities is essential. The understanding of any information shared ensures the
achievement of shared situational awareness which underpins the best possible outcomes of
an incident. Where terminology and symbols are used amongst responders, they should be
commonly agreed and understood. Further information about terminology and symbols can
be found in the Civil Protection Common Map Symbology document’

This guidance is not intended to provide specific advice on the technical solutions for
communication that are available to emergency responders, however guidance is provided in
the control room section on how best to use communications platforms available to emergency
responders to support an interoperable response.

4.1.3 Co-ordination

Co-ordination involves commanders discussing and making decisions on the priorities,
resources, future decision making and response activities of each agency, including their
integration in order to avoid potential conflicts, prevent duplication of effort, minimise risk and
promote successful outcomes. Effective co-ordination generally requires one service to act in
a “lead” capacity, such as chairing co-ordination meetings and ensuring the best possible
response.

The attending services will discuss which agency should lead the response, however some
types of incidents may have specific guidance highlighting which agency should take the lead
role. Even where there is existing guidance, a joint decision will still be made and documented

8 http://www.jesip.org.uk/incident-commander-tabards

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/168057/Civil_Protection_Common_Map_Symbol
ogy V1-0 March 2012.pdf
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as to who the lead agency is, considering factors such as the nature of the incident, the phase
of the response and the capabilities required.

4.1.4 Joint Understanding of Risk

Risk arises from threats and/or hazards which will be seen, understood and treated differently
by different emergency services. In the context of a joint response, sharing information and
understanding about the likelihood and potential impact of risks and the availability and
implications of potential control measures will ensure, as far as is reasonably practicable, that
the agreed aim and objectives are not compromised. This will include ensuring the safety of
responders and mitigating the impact of risks on members of the public, infrastructure and the
environment.

4.1.5 Shared Situational Awareness

This is a common understanding of the circumstances, immediate consequences and
implications of the emergency, together with an appreciation of the available capabilities and
emergency services’ priorities. Achieving shared situational awareness (SSA) is essential for
effective interoperability. Shared situational awareness relates not only to a common
understanding between incident commanders, but also between control rooms and all tiers of
the command structure.

5 Information Assessment and Management
Decision making in emergency management follows a general pattern of:
(i) work out what is going on (situational awareness);
(i) establish what you need to achieve (direction and strategy); and
(i) figure out what to do about it (decision making and action).
The Joint Decision Model on page 14 is organised around these three primary considerations.

Answering these questions, illustrated below, may require special arrangements for decision
makers to be supported in managing and analysing information from a range of different
sources. These points are illustrated further in Figure 3 below.

Direction and Strategy Decision making
and taking action

What are we trying to
achieve and how are

Wh ?
we going to do it? o now

What next?
What if?

Situational
Awareness

What?
So what?

What might?

Figure 3 - General pattern of decision making

These are challenging questions that are likely to require information inputs from a range of
sources, and skills and resources to assess, analyse and apply them to the task in hand.

Page 8 of 50



187
188

189
190

191
192
193

194

195
196
197
198
199

200

201
202
203
204
205
206

OFFICIAL

In many incidents there will neither be time nor any need for formal arrangements to be set up
to support decision makers.

Some incidents however will be highly complex and strategically significant, involve
considerable levels of uncertainty, hard-to-predict consequences and unclear choices.

Under these circumstances there will be a need to implement pre-established arrangements
to manage information and support multi-agency decision-making at the tactical (TCG) and
strategic (SCG) levels.

H H eWhat has happened, what is happening now and
Sltuatlonal what is beingchi)one about it? > °
Awareness *So what? What might be the implications and

wider impacts of this be?

(What?) eWhat might happen in the future?

*Ends: What are we trying to achieve, what is the

Direction desired end state?

*Ways: What options are open to us and what
constarints apply?

(W h ere to?) eMeans: What capabilities are available to us to
realise our objectives?

e\What do we need to do now?
*\What do we need to find out?

Action *Whats do we need to do next?
*What do we need to communicate?
(Wh atn OW?) ewhat might we need o do in the future?
eWhat if? What cointingencies could arise and if so
what options apply?

Figure 4 - general stages of decision making in incident response

The following paragraphs outline the capabilities that emergency responders should
establish to inform and support joint decision making. They cover the need for a common
operating platform, to enable information sharing and application; common processes,
to report, assess and manage information in a consistent manner; and a common
operating picture as the basis for shared situational awareness.

5.1 Common Operating Platform

A Common Operating Platform is the means to share and collaboratively manage information
to support joint decision-making. Any commonly understood and effective system can be
described as a common operating platform, but the advantages of electronic systems are
considerable. So, while a common operating platform does not necessarily require an
electronic, technical system to create and maintain it, automating aspects of the data sourcing,
fusion, analysis and display will make for a more efficient and effective process and product.

Page 9 of 50
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The precise form of a common operating platform will reflect local requirements and existing
capabilities, but users are referred to ResilienceDirect for a widely-used and secure platform
with a range of functions that support joint working?.

5.2 Common Processes

An organisation responding to a crisis or incident needs to be able to®:

a) Gather relevant information on the incident;

b) Evaluate that information in terms of quality and relevance to the incident;

c) Filter, analyse and make sense of that information;

d) Communicate the information within the organization and externally as required;
e) Present information to decision makers in an appropriate form.

Where emergency responders use consistent ways of working to carry out these tasks then
interoperability will be enhanced. The following paragraphs outline the need to adhere to
M/ETHANE as a reporting framework for use in major and other incidents; adopt a common
framework for information assessment; and implement a Multi-Agency Information Cell to
support decision makers when a systematic and collaborative approach is required.

5.3 M/ETHANE Framework for Situation Reporting

The M/ETHANE model (set out in Table 1 below) is well established as a reporting framework
for use in major incidents. It is recommended however that it is adopted for all incidents
involving a multi-agency (i.e. more than one emergency responder) response.

For incidents falling below the Major Incident threshold it will in effect be an ETHANE report,
but the M should serve for responders to periodically consider whether a developing incident
still falls below the Major Incident threshold. This will provide a common structure from
responders to their control rooms which will greatly assist in the building of Shared Situational
Awareness.

Each responding agency should send an M/ETHANE message to their respective control
rooms at the earliest opportunity. This will preferably be done by the first resource on scene
in order to speed up the attainment of situational awareness. The information contained in
M/ETHANE can then easily be shared between control rooms and responders on scene to
enable the establishment of shared situational awareness.

Has a major incident or Include the date and time of

Major Incident i
ajor Iinciden standby been declared? any declaration.

What is the exact location or | Be as precise as possible,
Exact Location geographical area of the using a system that will be
incident? understood by all responders.

E.g. flooding, fire, utility
Type of Incident What kind of incident is it? failure, CBRN, MTFA or
disease outbreak.

8 See www.resilience.gov.uk

9 Source: British Standard on Crisis Management (BS11200:2014)
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What present and potential | Consider likelihood and

Hazards ) " . . .
hazards can be identified? potential severity of impact.

Include information on
What are the best routes for | . )
Access inaccessible routes and
access and egress? RVPs

Use an agreed classification

Numbers and types of system e.g. P1, P2, P3 and

Number of casualties .
casualties

dead.
What and how much Consider the requirement for
. emergency responder assets of wider emergency
Emergency services
assets and personnel are responders (e.g. local

required or are on-scene? authorities, voluntary sector).

Table 1 - Note - The examples above are not exhaustive but for illustration only

5.4 A Framework for Information Assessment

The assessment of information received, using established criteria, will establish its quality
and suitability for the task in hand. This is critical to ensure that decision-making is based on
the best possible information, and to establish a common understanding of where critical
uncertainties lie.

In an emergency or crisis much of the information received by decision makers is going to be
unreliable or of uncertain quality. For that reason a framework is needed to distinguish
between:

¢ Information that can confidently be relied upon;
¢ Information that is unreliable in some way; and / or
¢ Information of unknown quality.

Where partners make use of the same information assessment framework then interoperability
will be enhanced.

The framework presented in Figure 5 below uses the acronym RATSC, each letter relating to
a key dimension of information quality. The dimensions are:

Page 11 of 50
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Relevance
to what degree does the information meetthe
needs of end usersin the current situation?
Accuracy
to what degree does the information reflectthe
underlying reality?
@ Timeliness
N\ how current is the information that has been

supplied/ received?

Source Reliability

to what degree does prior experience of this
source indicate the likely quality of the information?

E) credibility of information

Ay to what degree is the information received
supported or contradicted by other elements of
information?

Figure 5 - a framework for information assessment*°

There are no ‘right answers’ to the questions set out in the assessment framework above.
Decision makers will need to work together and use their joint experience and judgement when
using this framework to ensure the information they are using is both suitable and adequate,
as they develop a Common Operating Picture. Where decision makers are concerned or
dissatisfied with the assessment of information then they should issue clear direction and take
steps to update, reconcile, check or seek further information, potentially drawing on other
channels and sources.

The behaviour and effectiveness of interaction between individuals and teams will either
enable or impede the development of Shared Situational Awareness. Where people freely
share what they know, explicitly identify uncertainties and assumptions, challenge their own
and others’ understanding of what they are being told and behave in a manner that is critical
and rigorous then the attainment of Shared Situational Awareness becomes considerably
more likely.

5.5 Multi-Agency Information Cell

Emergency services and LRFs should develop the capability to support (when activated) both
a Tactical Coordinating Group and a Strategic Coordinating Group through information
management and the formation of a Common Operating Picture (see below). This should be
formalised as a Multi-Agency Information Cell (MAIC).

Not all incidents involving a TCG or an SCG will necessarily require an Multi-Agency
Information Cell to be established at the outset, but the multi-agency response to complex
and/or long-running incidents should be supported in this way.

The Multi-Agency Information Cell, which may come together in either a physical, co-located
form, or virtually, should have the capability to source, access, analyse, display and
disseminate situational information, drawing on information and expertise from a range of
emergency responders, not just one single organization. Both co-located and virtual

10 Note that much more complex and sophisticated frameworks for information assessment do exist in other lines of work, but
the framework presented here focuses on the key elements of relevance to decision making in emergency management.

Page 12 of 50



278
279

280
281
282
283
284
285

286

287
288
289

290
291
292

293
294
295
296
297

298
299
300

301
302
303
304
305
306
307
308
309
310

OFFICIAL

arrangements for a Multi-Agency Information Cell should make use of ResilienceDirect as the
common platform, or another suitable system.

While the Multi-Agency Information Cell will be activated in support of a TCG and/or SCG, its
effectiveness will depend upon established and rehearsed capabilities, including a familiarity
and access to pre-defined Essential Elements of Information*! (EEIs), handling Requests for
Information (RFIs), assessment of incoming information (see the RATSC framework) and the
effective use of available toolsets, most likely including Geographical Information Systems for
the display and analysis of map-referenced data.

5.6 Common Operating Picture

Shared Situational Awareness is achieved when those involved in the joint response to an
incident share information and collaborate to build a common understanding of the situation,
in relation to three fundamental questions:

e What? What has happened, what is happening now & what is being done about it?
e S0 what? What might the implications and wider impacts of this be?
e What might happen in the future?

The development of a Common Operating Picture is a means to the attainment of Shared
Situational Awareness, answering the questions above, providing a single point of reference
for those involved, and as a basis for supporting joint decision-making. A core function of the
Multi-Agency Information Cell will be to produce the Common Operating Picture, to inform and
support the TCG, SCG and other responders as appropriate.

A Common Operating Picture is defined as: ‘A common overview of an incident that is created
by assessing and fusing information from multiple sources, and is shared between appropriate
command, control and coordination groups to support joint decision-making’.

The form of the Common Operating Picture will depend upon local requirements and practices.
In some contexts the Common Operating Picture might be the same thing as a completed
SCG SITREP?!2. In other contexts the Common Operating Picture might be a dynamic
dashboard that provides an overview of the incident, using maps and graphics as well as text.
In this form a Common Operating Picture would be would be updated as events and inputs
change and also as the results of further work (e.g. analysis to answer so what? or what might?
guestions) become available. The Common Operating Picture should have a clear relationship
with established Command, Control and Coordination (C3) Groups, including the Science and
Technical Advice Cell (STAC), and be accessed through a suitably resilient and secure
Common Platform.

11 EEls are pre-identified elements of information that are likely to be required in most or all foreseeable activations, in this case
of the MAIC. They are likely to include information on the local environment (e.g. hazards such as COMAH sites or reservoir
inundation zones, vulnerable institutions such as schools and care homes, critical infrastructure and resources such as pre-
identified rest center sites), baseline data such as population distribution, other infrastructure data such as roads and railways
and land-use data held by local authorities.

2 hitps://www.the-eps.org/media/events/ master/212/files/141216
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6 Decision Making

Decision making in incident management follows a general pattern of:

a) work out what's going on (situation),

b) establish what you need to achieve (direction) and

¢) decide what to do about it (action), all informed by a statement and understanding of
overarching values and purpose.

The sequence of these stages, and associated questions, is illustrated in Figure 3 - General
pattern of decision making on page 8.

6.1 Joint Decision Model (JDM)

The Joint Decision Model (JDM), shown at Figure 6, has been developed to enable this
reconciliation when decisions are being made jointly by agencies, particularly, but not only, in
tactical and strategic co-ordinating groups (TCGs and SCGs). One of the difficulties facing
commanders from different organisations in a joint emergency response is how to bring
together the available information, reconcile potentially differing priorities and then make
effective decisions together.

Agencies may make use of various processes and sources of information, including single
service decision making guidance/processes in order to feed information and planned
intentions into the JDM. Once objectives are agreed using the JDM, agencies may use such
models to subsequently plan and implement specific activities.

The JDM follows the general pattern shown in Figure 3 above, although broken down into
additional stages. The first priority is to gather and assess information and intelligence, and
for responders to work together to build shared situational awareness, recognising that this is
a continuous effort as the situation, and responders’ understanding of it will change over time.
Understanding the risks is a vital complement to shared situational awareness, enabling
responders to answer the three fundamental questions of what, so what and what might3?

With the answers to these questions informing Shared Situational Awareness, the desired end
state should be agreed as the central part of a joint strategy. Strategy is a widely, and not
always consistently, used term!4. A strategy should set out what a team is trying to achieve,
and how they are going to do it. More precisely it is defined as a high-level statement of the
desired end state and the ways and means of achieving it. For related definitions see appendix
1, especially the end state, or what situation the effort is intended to bring about, ways in
relation to options and constraints, and means in relation to available resources and
capabilities.

When a Strategic Coordinating Group is convened, they will agree and share the joint strategy
for the multi-agency response as a whole. Individual responders’ strategic command teams
should then review and amend their single-agency strategy in a way that is consistent with the
joint strategy and supports the attainment of the jointly defined end state, or overarching aim*®.

Determining how to work towards the desired end state will reflect the available capabilities,
powers, policies and procedures (means) and the options, constraints and contingencies

13 These questions are elaborated as: What has happened, what is happening now and what is being done about it? So what -
what might the implications and wider impacts of this be? What might happen in the future?

14 Definition of STRATEGY: a high level statement of the desired end state and the ways and means of achieving it.

15 Definition of AIM: a short, precise and measurable statement of the desired end state which an effort or activity is intended to
bring about.
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(ways) that arise from these. Ways and means are intimately related — some options will not
be viable because there is insufficient capability to implement them, or they may be technically
and logistically feasible, but illegal or ethically indefensible.

The JDM develops these considerations and sets out the various stages of how joint decisions
should be reached. One of the guiding principles of the JDM is that decision makers will use
their judgement and experience in deciding what additional questions to ask and
considerations to take into account, to reach a jointly agreed decision. They should therefore
be free to interpret the JDM for themselves, reasonably and according to the circumstances
facing them at any given time. Strict adherence to the stepped process outlined in the JDM
should always be secondary to achieving desired outcomes, particularly in time sensitive
situations.

A detailed and well-practised understanding of the JDM will facilitate clear and ordered
thinking under stress, and is applicable under both rapid onset and rising tide emergencies.
The following sections summarise the questions and considerations that commanders should
think about in following the model.

Gather
information &
intelligence

review what
happened Working
Together
Saving Lives,
Reducing
Harm

Consider
powers, policies
& procedures

Identify options
& contingencies

f—

Figure 6 - Joint Decision Model
6.2 Working Together — Saving Lives, Reducing Harm

Joint decisions should be made with reference to the overarching or primary aim of any
response to an emergency: to save lives and reduce harm. This is achieved through a co-
ordinated, multiagency response. Decision makers should have this uppermost in their minds
throughout the decision making process.
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6.3 Gather and share information and intelligence

Situational awareness is about having appropriate answers to the following questions: what is
happening, what are the impacts, what are the risks, what might happen and what is being
done about it? In the context of the JDM, shared situational awareness becomes critically
important. Shared situational awareness is achieved by sharing information and
understanding between the organisations involved, to build a stronger, multi-dimensional
awareness of events, their implications, associated risks and potential outcomes.

For all emergencies, whether a rapid onset or a rising tide event, it is a simple fact that no one
responder organisation can initially appreciate all relevant dimensions of an emergency. This
deeper and wider understanding will only come from meaningful communication between the
emergency services and other responders. This should be built upon sustainable
preparedness arrangements which include Joint training and exercising programmes, agreed
procedures around information sharing and a commitment to use commonly understood
terminology rather than service specific jargon which may impede global understanding across
responders. In simple terms, commanders cannot assume other responding organisation’s
personnel see things or say things in the same way, and a sustained effort is required to reach
a common view and understanding of events, risks and their implications.

Decision making in the context of an emergency, including decisions involving the sharing of
information, does not remove the statutory obligations of agencies or individuals, but it is
recognised that such decisions are made against an overriding priority to save life and reduce
harm.

The sharing of personal data and sensitive personal data (including police intelligence)
requires further consideration before sharing across agencies and the JDM can be used as a
tool to guide decision making on what to release and to whom. In particular, in considering the
legal and policy implications, the following are relevant:

o A legal framework to share information is required — in an ‘emergency’ situation this will
generally come from Common Law (save life/property), the Crime and Disorder Act 1998
or the Civil Contingencies Act 2004

e Formal Information Sharing Agreements (ISAs) may exist between some or all
responding agencies but such existence does not prohibit sharing of information outside
of these ISAs

e There should be a specific purpose for sharing information

¢ Information shared needs to be proportionate to the purpose and no more than
necessary

e The need to inform the recipient if any of the information is potentially unreliable or
inaccurate

¢ The need to ensure that the information is shared and handled appropriately and in line
with any specific handling instructions, and it should comply with the Government
Classifications Scheme?® if appropriate

¢ What information is shared, when, with whom and why, should be recorded.

16 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/251480/Government-Security-Classifications-
April-2014.pdf
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6.4 Jointly Assess Risks, Develop a Working Strategy

A key task for commanders is to build and maintain a common understanding of the full range
of risks and the way that those risks may be increased, reduced or controlled by decisions
made and subsequent actions taken. In any incident the responding agencies will each have
unique insights into those risks and by sharing what they know, a common understanding can
be established.

The joint assessment of risk is the process by which commanders share what information they
have of the known or perceived threats or hazards and the likelihood of them being realised,
in order to build a common understanding and make informed decisions on deployments and
the risk control measures that are required.

Risk control measures to be employed by individual services also need to be understood by
the other responding organisations in order to ensure any potential for unintended
consequences are identified in advance of activity commencing. A joint assessment of the
prevailing risks also limits the likelihood of any service following a course of action in which
the other services are unable to participate. This, therefore, increases the operational
effectiveness and efficiency of the response as well as the probability of a successful
resolution of the incident.

The working strategy is not to be confused with the overarching strategy provided by the SCG
or Strategic Commanders, this will generally be issued sometime into the Incident response
and almost certainly not before the Tactical or Operational levels of command have been
established.

The working strategy is the plan which responders will develop and agree jointly and put into
place to address the immediate situation and risks that they are faced with in order to save life
and reduce harm.

It is rare for a complete or perfect picture!’ to exist for a rapid onset incident, therefore the
working strategy should be based on the information available at the time. The following
should be taken into account when developing a working strategy:

e What Are the aims and objectives to be achieved?

e Who by Police, Fire, Ambulance and partner organisations?

e When Timescales, deadlines and milestones?

e Where What locations?

e Why What i_s the rationale? Is this consistent with the overall strategic aims and
objectives?

e How Are these tasks going to be achieved?

To support the development of a safe and effective strategy and any multi-agency response
plan in dynamic or complex environments commanders should consider sharing single service
dynamic risk assessments through joint meetings. Commanders should take into account
other services’ risk assessments to underpin joint understanding of risk and shared situational
awareness.

The development of a working strategy, for a rising tide, pre-planned event or where
commanders have the ability undertake an analytical joint risk assessment will remain based

17 ‘Picture’ is used here in a general sense, but equally this could apply to a formal Common Operating Picture which is equally
challenging to build, assure and sustain in support of strategy and decision making in a dynamic incident.
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on the information available at the time. However, the following should be taken into account
when developing a working strategy:

e Sharing of single service risk assessments
¢ Recording and agreement of joint risk assessments in an agreed format

In order to deliver an effective integrated multi-agency operational response plan, there will
need to be jointly agreed objectives and priorities. Each agency will then prioritise their plans
and activity accordingly. In order to do this the following key steps should be undertaken:

e Identification of the tasks - each individual agency should identify and consider the
specific tasks to be achieved according to its own role and responsibilities. These tasks
should then be evaluated in the context of the incident.

e Identification of hazards — this will begin from the initial call received by a Control Room
and will continue as first responders arrive on scene. Information gathered by individual
agencies should be disseminated to all first responders, Control Rooms and partner
agencies effectively.

e The use of the mnemonic M/ETHANE will assist in a common approach.

e Dynamic Risk Assessment — undertaken by individual agencies, reflecting the tasks /
objectives to be achieved, the hazards that have been identified and the likelihood of harm
from those hazards. The results of this process should then be shared with other agencies
involved.

e Apply risk control measures — each agency should consider and apply appropriate
control measures to ensure any risk is as low as reasonably practicable. The hierarchy of
risk control measures following the ERICPD mnemonic® may be useful to agree a
coordinated approach.

e Integrated multi-agency operational response plan — the development of this plan
should consider the outcomes of the hazard assessment and service risk assessments,
within the context of the agreed priorities for the incident. Where the activity of one agency
creates hazards for a partner agency a solution must be implemented to reduce the risk
to as low as reasonably practicable.

e Recording of decision—the outcomes of the joint assessment of risk should be recorded,
together with the jointly agreed priorities and the agreed multi-agency response plan, when
resources permit. It is acknowledged that in the early stages of the incident this may not
be possible, but it should be noted that post-incident scrutiny inevitably focuses on the
earliest decision making. A sample Joint Decision Log template can be found in Annex H.

6.5 Consider Powers, Policies and Procedures

Decision making in an emergency will be focussed on how to achieve the desired end state
and there will always be various constraints and considerations that will shape how this is
achieved.

Powers, policies and procedures relate to any relevant laws, operating procedures or policies
that may impact on the desired response plan and the capabilities that are available to be
deployed. They may impact on how individual services will need to operate and co-operate in
order to achieve the agreed aims and objectives. In the context of a joint response, a common
understanding of any relevant powers, policies, capabilities and procedures is essential in

18 ERICPD: Eliminate, Reduce, Isolate, Control, Personal Protective Equipment, Discipline.
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order that the activities of one service compliment and do not compromise, the approach of
the other services.

6.6 Identify Options and Contingencies

There will almost always be more than one option to achieve the desired end state and it is
good practice that a range of options are identified and rigorously evaluated. Any potential
option or course of action should be evaluated with respect to:

» Suitability Does it fit with the strategic direction?
* Feasibility In resource terms can it be done?
* Acceptability Is it legal, morally defensible and justifiable?

Whichever options are chosen, it is essential that commanders are clear what they are
required to carry out and there should be clearly agreed procedures for communicating any
decision to defer, abort or initiate a specific tactic.

Contingencies relate to events that may occur and the arrangements that are put in place to
respond to them should they occur. For example, strong evidence may suggest that an
emergency is being successfully managed and the impacts safely controlled, but there
remains a likelihood that the situation could deteriorate with significant impacts. Simply hoping
for the best is not a defensible option and a contingency in this case may be to define
measures to adjust the response should the situation deteriorate.

6.7 Apply Decision Controls, Then Take Action and Review What Happened

Building shared situational awareness, setting direction, evaluating options and taking
decisions all lead to taking the actions that are judged to be the most effective and efficient in
resolving an emergency and returning to a new normality.

Before moving to the action phase, decision makers should use what are termed decision
controls to ensure that the action proposed is the most appropriate. Decision controls are
designed to support the decision making process by encouraging reflection and series of
considerations shown below. Note that (a) to (d) are intended to structure a joint consideration
of the issues, with (e) suggesting some considerations for individual reflection.

a) Why are we doing this?

* To what goals does this link?
* What is the rationale, and is that jointly agreed?
+ Does it support working together, saving lives and reducing harm?

b) What do we think will happen?

* Anticipate the likely outcome of the action, in particular the impact on the
objective and other activities.

» How will the incident overall change as a result of these actions, what outcomes
are expected?

c) Do we have a common understanding and position on the following:

» The situation, its likely consequences and potential outcomes.

* The available information, critical uncertainties and key assumptions.

» Terminology and measures being used by all those involved in the response.
» Individual agencies’ working practices as they relate to a joint response.

» Conclusions that are being drawn and communications that are being made.
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d) In light of the considerations above, is the benefit proportional to the risk?

+ Consider whether the benefits of proposed actions justify the risks that would
be accepted.

e) Decision-makers should then reflect individually, by asking themselves:

+ Does the collective decision accord with my professional instinct and
experience?

» Have we (as individuals and as a team) applied an appropriate amount critical
rigour to the decision?

» Are we separately and individually content that this decision is the optimal
practicable solution?

Once the decision makers are collectively and individually satisfied that the decision controls
validate the proposed actions, then these actions should be implemented. As the JDM is a
continuous loop, it is essential that the results of those actions are fed back into the first box
— Gather and share information and intelligence — which establishes and sustains shared
situational awareness. This will, in turn, shape any revision to the direction and risk
assessment and the cycle continues.
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7 Briefing

Once decisions have been made and actions decided upon it is imperative that these are
relayed in a commonly understood and structured way to those who will be required to carry
them out.

It is accepted that in the initial phases of a spontaneous incident that briefings may be
structured around the JDM, however as incidents develop past the initial phases or are
sufficiently protracted to require a hand over of Commanders then a more detailed framework
should be employed. For this reason JESIP recommends the adoption of the IMARCH format
for the delivery of briefings and orders, when operating in a multi-agency context.

7.1 1IIMARCH

A number of formats, models and templates exist for delivering briefings. IMARCH (standing
for Information, Intent, Method, Administration, Risk Assessment, Communications,
Humanitarian Issues) is not the only structured briefing format available, but it is the most
widely used and it will apply to almost all situations, providing for an appropriate level of detail
against a series of relevant headings.

The value of a common framework is considerable in the context of joint operations. If adopted
and familiarised before the point it is needed, such a framework will enable participants from
multiple emergency responders to efficiently and rapidly understand a situation, activity and
associated risks on the basis of a familiar and shared way of working.

When using IIMARCH the following should be considered:

Element Key questions Considerations
¢ What, where, when, how? o timeline and history (if applicable),
e How many? o key facts reported using M/ETHANE:
e So what?
e What might? Major Incident (declared or not?)
INFORMATION Exact Location
Type of Incident
Hazards
Access
Number of casualties
Emergency services)
INTENT e Why are we here? e Strategic aim and objectives
e What are we trying to achieve? e Joint strategy
e How are we going to do it? e Command, control and coordination
METHOD arrangements

Contingency plans

Identification of commanders
Tasking

Timing

Decision logs

Equipment

Dress code & PPE

Welfare, food and logistics

e What is required for effective,
efficient and safe
implementation?

ADMINISTRATION

Tactical and operational policy and plans

RISK
ASSESSMENT

e What are the relevant risks?

What measures are required to
mitigate them?

To reflect the JESIP common understanding
of risk element, and using the ERICPD?*®
hierarchy for risk control as appropriate.

19 ERICPD: Eliminate, Reduce, Isolate, Control, Personal Protective Equipment, Discipline.
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Element Key guestions Considerations

e How are we going to initiate and e Radio call signs
maintain communications with all | ¢  Other means of communication
partners and interested parties? e Understanding of interagency
COMMUNICATIONS communications

Information assessment

media strategy and plan

e What humanitarian assistance e Requirement for humanitarian assistance
HUMANITARIAN and human rights considerations | e Information sharing and disclosure
ISSUES arise or may arise from this event | «  Potential impacts on individuals’ human
and the response to it? rights

Table 2 - IMARCH considerations

The effective use of IMARCH can be achieved by employing the following:

i. Brevity is important: if it is not relevant, leave it out

ii. Clarity is vital: communicate using unambiguous language that is free from jargon and in
terms people will understand

iii. Consider whether information has been assessed using the RATSC? criteria

iv. Common understanding: do not assume people will understand the ideas, terms and
acronyms presented to them, explain them and check people understand them.

A sample IMARCH template can be found in Annex | - IMARCH: A Common Briefing Tool.

8 Control Rooms

Control rooms play a vital role in managing the early stages of a multi-agency incident. A co-
ordinated multi-agency response and effective communication cannot occur without control
rooms delivering a swift and joint approach to handling these incidents. The requirement for
specific control room guidance within the existing Joint Doctrine: The Interoperability
Framework is necessary in order to build consistency into the procedures and working
practices of emergency responder control rooms.

This guidance sets out how control rooms fulfil an essential role in any incident involving more
than one emergency responder agency, highlighting in particular how control rooms, working
together, initiate the JESIP principles from the outset. The content herein also defines what
responders can expect from their respective control rooms when responding to a multi-agency
incident.

The control room guidance is divided into three sections which align to and support the JESIP
principles:

i. Communication
ii. Shared Situational Awareness and Joint Understanding of Risk
iii. Co-ordination and Co-Location

As is the case with the five JESIP principles, this guidance should not be interpreted in either
chronological or priority order; rather each element can occur concurrently, with equal
importance and interdependence.

20 RATSC: Relevance, Accuracy, Timeliness, Source reliability, Credibility of information.
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It should be noted that control rooms generally operate from separate fixed locations?! and
therefore they cannot feasibly co-locate; however they can assist with the co-location of
responders and commanders by jointly agreeing the initial multi-agency Rendezvous Points
(RVP) where this is practical, appropriate and safe.

8.1 Communication

8.1.1 Supporting Principle 1: Establish a dialogue between control rooms
supervisors at the earliest point.

Initiating a multi-agency discussion (talk not tell) between control room supervisors in the
affected control rooms at the earliest opportunity is required so that the process of achieving
Shared Situational Awareness can begin.

This is done by:

a) Sharing information obtained from 999 calls and M/ETHANE reports along with
immediate resource availability and decisions taken in accordance with each
organisation’s own policies and procedures. Due to the unverified nature and range
of information sources at this early stage situational awareness may be ambiguous
until information can be verified by the first responders at scene.

b) Using M/ETHANE as a structure for sharing information in the early stages of an
incident universally between control rooms and all resources. As the incident
develops and a more structured briefing tool (e.g. IMARCH) is used, elements of
the most recent M/ETHANE should be referred to.

c) Nominating a Single Point of Contact (SPoC) in each control room and establishing
a method of all-informed communication between them. This could involve initiating
an unbroken telecommunications link or utilising a multi-agency interoperable
talkgroup. This will enable the timely passing of information and intelligence that
can inform deployment decisions. It will also facilitate the efficient management of
a co-ordinated response in deploying key decision-making personnel (i.e.
Operational Commanders) to rendezvous with their emergency service
counterparts.

Where a shared talkgroup is being used between the control room SPoCs
consideration should be given to maximising Shared Situational Awareness by also
inviting responding commanders onto this talkgroup prior to their arrival at scene or
other location (example TCG).

d) Establishing the need for and coordinating the setting up of multi-agency
interoperable voice communications for commanders and operational working if
required (see Supporting Principle 4 for further guidance).

8.1.2 Supporting Principle 2: Use of plain English throughout discussion between
control rooms.

Emergency services and wider responders may not have a full understanding of each other’s
call sign structures and single service terminology including colloquial references to assets.

21 There are examples of Joint Control Rooms across the UK, however the principles set out in this document should be adhered
to irrespective of how control rooms are located and structured.
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Control Rooms should therefore use plain English without the use of acronyms and single
service jargon whenever they are speaking with one another.

8.2 Shared Situational Awareness and Joint Understanding of Risks

8.2.1 Supporting Principle 3: Proactively contribute to Shared Situational
Awareness, prior to the arrival of the first on-scene commander and
throughout the incident. This includes identification of risks and hazards to all
responders.

In order to develop and maintain Shared Situational Awareness, frequent discussion between
control rooms should revisit the following key points:

e Is it clear who the lead agency is at this stage? If so, who is the lead agency?

¢ What information and intelligence does each agency have at this stage?

o What hazards and risks are known at this stage by each agency?

e \What assets have been - or are being - deployed at this stage and why?

¢ How are the required agencies going to continue communicating with each other?

At what point will multi-agency interoperable voice communications be required and how will
this be achieved?

NB It should be noted that organisations should, wherever possible, use electronic data
transfer?? to share information between control rooms. Whilst this reduces congestion on voice
channels and eliminates the double keying of information it does not remove the need to
establish an early dialogue between the control room supervisors in order to attain Shared
Situational Awareness.

8.3 Co-ordination and Co-location

8.3.1 Supporting Principle 4: Control room supervisors will facilitate multi-agency
communications and undertake initial actions in relation to management of the
incident until transfer to commander(s) is possible.

Control room supervisors should co-ordinate continuous communication between control
rooms SPoCs by a method agreed as part of the early multi-agency discussion (see
Supporting Principle 1). The lead agency should also agree timings of subsequent
conversations at control room supervisor level so as to ensure maintenance of Shared
Situational Awareness.

Control room supervisors should be ready to facilitate the setting up of multi-agency
interoperable voice communications for commanders if and when required. A request for using
multi-agency interoperable talkgroups should always be put to the Police Control Room for
authorisation. Upon identifying which talkgroups are to be used the Police Control Room will
then communicate this to the appropriate agencies’ control rooms so that the relevant
commanders can be informed.

The identification of multi-agency interoperable talkgroups is not necessary for every multi-
agency incident, however, as a minimum when each service has allocated a commander to
an incident, then consideration should be given to the value that could be added by introducing
interoperable voice communications:

2 Direct Electronic Incident Transfer (DEIT) and Multi Agency Incident Transfer (MAIT) are the 2 main platforms in use in the UK.
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Co-location of commanders and face-to-face exchanges will always be the preferred option.
However, where this is not possible or practical, interoperable voice communications can
provide the means for decision makers to keep each other informed. Where opportunities to
co-locate are limited and will only provide occasional snapshots in time then interoperable
voice communications should be introduced to enhance the success of multiagency joint
decision making.

As a guide for when and why the decision should be taken to invoke interoperable voice
communications, fundamentally it will be to support the exchange of real-time information,
outside of face-to-face contact, for the purposes of:

e Maximising safety

e Supporting joint decision making

e Contributing to Shared Situational Awareness
e Improving coordination

Whilst the Emergency Service Network provides the capability for all users from different
agencies to talk to each other on common talkgroups, in most instances this will not be
appropriate and could subvert command, control and coordination. Therefore, JESIP
suggests that multi agency interoperable voice communication is used primarily to facilitate
communications between incident commanders and or control room supervisors, although
practical exceptions to this will always exist.

To sustain the critical communications functions and ensure their best use a specialist
Operational Communications Advisor from each organisation should be identified to support
the incident.

Control room supervisors and dispatch personnel should familiarise themselves with the
content of Standard Operating Principles and any other arrangements around the
identification, activation and use of interoperable voice communications that are in place
locally.

8.3.2 Supporting Principle 5: The Lead Agency will provide a suggested location for
commanders to co-locate in the early stages of the multi-agency response.

Control rooms should not overlook the key role they can have in facilitating co-location. Whilst
early location information is unverified and the practical suitability of potential Rendezvous
Points (RVP) may be unclear, control room supervisors should jointly agree a preliminary RVP
for the initial response and communicate this to commanders without delay. Although
commanders may wish to revise the location of an RVP, Forward Command Post (FCP) or
both, this should not deter control room supervisors from considering how co-location can be
achieved whilst Operational Commanders are travelling to the scene.
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9 Levels of Command

9.1 Tiers of Command

Operational, Tactical and Strategic are tiers of command adopted by emergency responders
when responding to incidents. It should be understood that the Operational, Tactical and
Strategic relate to the level of command that an individual works, it does not convey seniority
of service or rank, although commanders at each level need to have appropriate authority to
carry out their responsibilities. The overarching response structure is shown at Figure 3.

~
* Sets strategic direction
2 8 5 * Coordinator responder
Strategic Coordinating Group (SCG) Se—
* Prioritise scarce resources
/
) 3
* Interprets strategic
i . . directi
Tactical Coordinating Group (TCG) s e e
3 assets in area of operations ‘

* Executes tactical plan
* Commands single service
response
. * Coordinates actions at the
' scene

OPERATIONAL

[
—
L

o]
C
o
o
7]
]

o

Figure 7- Overarching Response Structure

For the purpose of clarity, this document refers only to the generic tiers of command and not
individual service specific functional activities. In essence, there should be a clear and
identified commander responsible for co-ordinating their service’s activity at each of the
identified command levels

It is essential that the appointed commanders of each service, operating at every level, liaise
with each other at the earliest opportunity. Operational Commanders, particularly, should
make every effort to achieve the closest co-ordination by meeting face-to-face.

9.2 Operational

Operational commanders will be working with colleagues from other services and agencies.
They will control and deploy the resources of their respective service within a functional or
geographical area and implement the tactical plan as directed by the Tactical Commander
Clear communications should be established and maintained so that those working together
can do so in a co-ordinated way in pursuit of a common purpose.

9.3 Tactical

Effectively, first responders have to be responsible for tactics in the initial stages of an incident.
Once the scale and nature of the incident is known, emergency services will appoint officers
to act as tactical commanders for their organisation. Other agencies may also appoint
individuals to act as tactical commanders or co-ordinators on behalf of their organisations.

Communication and coordination between commanders is critical. Tactical commanders
should be located at a mutually agreed location where they can maintain effective joint
command of the operation. This includes effective joint working with other services and other
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factors such as access to communications systems. In some circumstances a visit to the scene
may be required.

The tactical commander is likely to be in place before the strategic commander and likely to
be the first senior officer taking command of the incident. The tactical commander will need to
set priorities before the strategic commander has set a strategy.

9.4 Strategic

The Strategic Commander in overall charge of each service is responsible for formulating their
single agency strategy for the incident. Each Strategic Commander has overall command of
the resources of their own organisation, but will delegate implementation decisions to their
respective tactical level commanders. At the earliest opportunity, a strategic group will
determine/confirm a specific response strategy and record a strategy statement. The roles
and responsibilities of Strategic Commanders are shown at Annex D.

The structures and responsibilities detailed above need to be activated and put into place as
quickly as possible to minimise the consequences of the developing incident as far as is
reasonably practicable. Even with the best planning and training this will take some time.
Initial responders at a scene are likely to have to determine the initial tactics and implement
them, whilst also communicating the need for reinforcement.

It is important that all staff that could be first on-scene for their respective service can identify
a potential major incident and can understand the implications of declaring one. It is also
essential that they can convey incident information using M/ETHANE (see page 11 for
M/ETHANE) for this purpose. Early declaration of a major incident begins the process of
putting major incident protocols into place resulting in the most effective multi-agency
response.

9.5 The Tactical Co-ordinating Group

The tactical commanders of all the responding agencies should come together to form a
tactical co-ordinating group (TCG). The TCG should meet at an appropriate and mutually
agreed location as soon as practicable. The location should be capable of providing
appropriate administrative support and should be suitable for holding effective meetings. For
some sites, pre-existing locations for TCGs may have already been identified. Tactical
commanders should familiarise themselves with any existing local plans.

The TCG should meet as frequently as required by the circumstances of the incident. The
meetings should be agreed between the tactical commanders at intervals which ensure
continuity in managing the incident without being disruptive to implementing the agreed plans.
They should ensure that updates are available for the strategic co-ordination group (SCG), if
one is in place. Commanders attending the TCG should be decision makers for their
organisation and suitably trained to command. Decisions should be recorded for audit
purposes, and a multi- agency decision log should be used.

The Joint Decision Model (page 14) should be used as the standing agenda for TCG meetings.

Clear lines of communication between responding agencies to the TCG are required. Where
agencies are responding at SCG level or above it will be part of the role of the SCG chair to
ensure that tactical co-ordination groups are updated with the appropriate information.
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9.6 The Strategic Co-ordinating Group (SCG)

The purpose of an SCG is to take overall responsibility for the multi-agency management of
the incident and establish the strategic framework within which lower levels of command and
co-ordinating groups will work.

It will normally, but not always, be the role of the police to co-ordinate activity with other
organisations and therefore to chair the SCG. The police are particularly likely to field an SCG
chair where there is an immediate threat to human life, a possibility that the emergency was a
result of criminal or terrorist activity, or where there are significant public order implications. In
other types of emergency, for instance certain health or maritime scenarios, an agency other
than the police may initiate and lead the SCG.

An SCG may take more than an hour to set up and establish a clear picture of unfolding events.
As a first priority it should formulate a strategy with an aim and objectives that will encompass
and provide focus for all of the activity of the responding organisations. To ensure that co-
ordinated effort is achieved, even before the SCG first meets, a working strategy should be
developed by the first responding commanders to promote priority actions. When the SCG
meets and gains a full understanding of the situation, they should then review and amend the
working strategy and adjust objectives and priorities as necessary.

An example of a working strategy that could be used as the default initial starting point is
provided in Annex E — Strategic Co-ordinating Group Roles & Responsibilties together with
initial objectives and enabling actions for further consideration.

The SCG should be based at an appropriate location away from the scene. The location, at
which the SCG meets, with its supporting staff in place, is referred to as the Strategic Co-
ordination Centre. This will usually, but not always be at the headquarters of the lead service
or organisation.

A standard agenda for SCG meetings is attached at Annex F.

9.7 Inter-agency resources

Any service may request the temporary assistance of personnel and equipment of another. In
these circumstances, while the supporting service will relinquish the immediate control of
those resources to the other service for the duration of the task, it will nevertheless keep overall
command of its personnel and equipment at all times. Personnel from one service who help
another in this way should only be given tasks for which they are trained and equipped and
they should not supplement the other service in a potentially dangerous way.

National Inter-Agency Liaison Officers (NILOs) are a network of specially trained officers who
are qualified to provide advice to commanders from the responding organisations their
Service’s operational capabilities, limitations and capacity, in order that appropriate risk
mitigation measures can be employed to safely resolve incidents.
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9.8 Overarching response structure

The details of the operation and co-ordination of emergency response can be found in the UK
Government Concept of Operations? and the relevant chapters of Emergency Response and
Recovery?*,

10 Joint Organisational Learning (JOL)

The lessons identified from debriefing activities are now at the forefront of many key changes
within emergency services policy and practices.

Evidence shows? that issues have frequently been identified but not successfully acted upon
to improve effective joint working. It is essential that joint organisational learning is “accepted
as the standard” for multi-agency learning and adopted by all emergency responders so that
we can continually improve our multi-agency response and interoperability.

10.1 Joint Organisational Learning Arrangements

There is a robust governance structure and process to address joint organisational learning
issues. The process includes a method to capture, analyse, implement and share learning
from incidents, training, testing & exercising and other external sources. Cat 1 & 2 responders
have access to the Joint Organisational Learning (JOL) application which is hosted on
ResilienceDirect.

10.1.1 JOL Process

The process that underpins JOL is based on three stages:

1) Inputs - identify what needs to be learnt

2) Monitoring, analysis and development - Act on what needs to be learnt

3) Implementation & Assurance - Share what needs to be learnt and check change
has occurred

The majority of lessons to be learned are identified during de-brief procedures, it is essential
that emergency services and wider responders have robust de-brief procedures and that they
have mechanisms in place to identify any interoperability lessons that should be submitted
onto JOL.

Where appropriate lessons should be submitted onto the JOL Application as soon as
practicable, but within reasonable timescales so that any issues which may have national
impact or significance can be acted on as quickly as possible avoiding a repeat of the issue.

It is important to capture lessons while events are fresh in the minds of those involved. For
this reason a joint hot debrief should be undertaken by commanders as soon as practicable
following an event. A formal structured de-brief may then be held at a later time. All debriefs
should involve the whole breadth of responders and control room staff to ensure lessons are
captured from every aspect of the response.

2 hitps://www.gov.uk/government/uploads/system/uploads/attachment_data/file/192425/CONOPs incl_revised chapter 24 Ap
r-13.pdf

2 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/253488/Emergency Response and Recovery
5th_edition October 2013.pdf

2 Review of Persistent Lessons Identified Relating to Interoperability from Emergencies and Major Incidents since 1986. Dr Kevin
Pollock 2013
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JOL provides services with a consistent and accountable mechanism to ensure lessons
identified from incidents, training and exercising and other external sources are acted upon to
continually improve interoperability and to ensure lessons identified become lessons learnt.
JOL can also be used to share notable practice. This is where services have found a solution
to an interoperability issue they have encountered which works well and that they wish to
share for others to benefit from.

To support services in capturing interoperability lessons, a debrief template has been
developed and can be found on the JESIP website. This template is designed to be either
integrated into, or used alongside existing debrief procedures.
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10.2 Expectations of Cat 1 & 2 Responders?®

Following any multi-agency incident, exercise or training those involved should ensure
appropriate de-briefings are scheduled with representation from all those involved in the
response and then:

¢ The lead agency for the response should organise a debrief post incident
o Ensure that there is a common understanding among attendees of any issues raised
during the debrief process.
o Capture issues using local multi-agency de-brief procedures alongside the JESIP
Interoperability debrief template
e Discuss and agree on any interoperability issues?’ that:
o fall within the joint emergency services interoperability principles;
o impacted the effectiveness of at least two of the response organisations;
e that impeded successful interoperability;
e are known recurring issues; or
e may have a national impact.
o Comply with any disclosure requests for information related to the debrief or incident.

To continually improve interoperability it is vital that services capture lessons identified from
incidents, exercises and training and where those lessons meet the requirements for inputting
onto the JOL App then a local process should be adopted to ensure all parties determine who
will submit issues on behalf of their service and/or LRF and within appropriate timescales.

Full details about the JOL process, what is expected of services and guidance for the use of
the App are all available on the JESIP website and on ResilienceDirect.

10.2.1 Disclosure and Freedom of Information

The disclosure of unused material in criminal cases forms an essential part of any policing
investigation?®. The Police Investigation team are likely to appoint a disclosure officer who will
be able to advise on relevant material and disclosure procedures. Decision logs and Debrief
information could be subject to disclosure and form part of the unused material.

In deciding whether the material satisfies the disclosure test the investigator must pay
particular attention to material that has potential to undermine the prosecution case or assist
the defence. Material should be made available to the officer in charge and disclosure officer
so that an informed decision can be made. Debrief material includes not only the debrief report
but also individual feedback and notes made by any party at the de-brief.

26 JESIP - Joint Organisational Learning, Learning Interoperability Lessons, Guidance Document, 2015
27 Interoperability issues are considered to be an issues occurring when applying the JESIP Principles, the JDM and METHANE

28 |t still remains as ‘one of the most important — as well as one of the most misunderstood and abused- of the procedures relating
to criminal trials’ according to Lord Justice Gross (2011).
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11 APPENDIX 1 - Information for military responders attending civil
emergencies

11.1 Introduction

The need for interoperability between emergency responders extends to other agencies that
may be expected to operate with them, including the armed forces. Any contribution by military
responders should be seen in a supporting role to the civil responders, who will have primacy
throughout. Military responders should be aware of the JESIP principles and will be expected
to adhere to the procedures wherever possible. The JESIP Principles are co-location;
communication; co-ordination; joint understanding of risk; and shared situational awareness.

11.2 Command and Control

Civil organisations use Strategic, Tactical and Operational for identifying the roles individuals
play in the command and control structure. The Strategic commander has overall command
of the incident and they are part of the Strategic Coordination Group (SCG). Below this sits
the Tactical command level, which functions through a Tactical Coordination Group (TCG),
whilst the Operational Commander will work at or very near the scene. This is in contrast to
the strategic — operational — tactical structure in UK and NATO military doctrine.

11.3 Co-location

Co-location of commanders is essential and allows those commanders to perform the
functions of command, control and coordination, face-to-face, at a single and jointly agreed
location, known as the Forward Command Post. The Joint Decision Model will be used, along
with Joint Decision Logs to record actions and decisions. Military log keepers must be aware
of this to ensure any military logs and records are consistent.

11.4 Communication

At multi-agency incidents, civil commanders will use interoperability talk-groups; these are
held by the emergency services. Military responders should also be included where and when
possible to ensure shared understanding. The mnemonic METHANE?® will be used over
communications networks; military units will be expected to use this means to convey
important information in situation reports to civil agencies. The use of acronyms and single
agency terminology is to be avoided to ensure the passage of clear, unambiguous messages.

11.5 Co-ordination

One of the civil emergency services will generally take the lead role at an incident to ensure
an effective response; any military contribution will be in a supporting role to this. It is the duty
of the commander of the military unit to identify him/herself at the Forward Command Post (or
any other location that they have been asked to attend) and to establish effective co-ordination
with the lead civilian responder to ensure tasking is appropriate.

11.6 Joint Understanding of Risk

Commanders of civilian emergency services will ensure the safety of responders by
conducting a joint assessment of risk and this will include any military assets where they are
under the control of the civilian agencies. However, this does not absolve military
commanders from their own assessment of the risks and where necessary, military
commanders must decide for themselves that the risks their personnel are exposed to are

2 METHANE: Major incident declared? Exact location; Type of incident; Hazards present or suspected; Access — routes that are
safe to use; Number of casualties; Emergency services present and those required.
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tolerable and as low as reasonably practicable. If a disagreement occurs between the military
commander and the civiian commander, the military commander must inform the military
chain of command as soon as possible.

11.7 Shared Situational Awareness

The common understanding of the circumstances and immediate consequences of an
emergency, together with an appreciation of available resources and capabilities of all
response agencies, is critical to success. The use of the mnemonic METHANE by emergency
responders allows for the pertinent incident information to be shared in a manner that is easily
understood by other agencies. As incidents develop the common briefing tool, IMARCH?° will
be used by civilian agencies. However in the early stages you may find a briefing delivered
fast time around the content of the JDM.

11.7.1 Joint Organisational Learning — Military Contributions

Military units are encouraged to contribute to post incident debriefs and ensure that
interoperability lessons are captured on the Joint Organisational Learning Application which
sits on ResilienceDirect.

11.7.2 Joint Training & Exercising

Military units and personnel likely to be involved in providing assistance to civilian emergency
services in their area are encouraged to take part in joint learning opportunities to enhance
their awareness of the JESIP principles. Local emergency services liaison groups are being
established across the country and these present an ideal time to exchange ideas and develop
mutual understanding in a conducive atmosphere, before they are likely to meet one another
in an emergency situation. The Army’s Regional Point of Command (RPOC) brigades will
exercise a co-ordinating function in this respect, usually through the network of Joint Regional
Liaison Officers (JRLOS).

11.8 Information for civil responders where military involvement is likely:
11.8.1 Command Authority

Military personnel deployed to assist with civil emergency agencies will remain under the
military chain of command at all times. This means that they may be withdrawn at any time
should the military command chain decide that they are required for higher priority tasks. Also,
military commanders are authorised to refuse to conduct tasks if they believe they are
inappropriate, beyond the scope of the original request for assistance, or put their personnel
at undue risk. Inthese circumstances, the military commander will report the incident to higher
authority as soon as possible.

11.8.2 Command and Control

Military command and control structure differs from that used by civilian agencies. The military
strategic level of command is executed through the Ministry of Defence; the operational level
of command will be exercised by the MOD’s HQ Standing Joint Commander (UK) based in
Andover, whilst Defence’s tactical level of command is exercised usually by the Army’s RPOC
brigade commanders. The Army’s RPOC brigade commanders will usually be appointed Joint
Military Commanders (JMCs) for an operation in support of the civil authorities in the UK, and
in this capacity they may base themselves at the SCG. Additional Military Liaison Officers

30 |IMARCH: Information; Intent; Method; Administration; Risk assessment; Communications; Humanitarian issues.
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(MLOs) will be deployed to the SCG(s) and TCG(s) as appropriate in order to meet the
requirements of the operation.

11.9 Defence Fire and Rescue Management Organisation (DFRMO)

DFRMO has limited numbers of personnel and equipment at a number of MOD
establishments. Should the incident escalate and involve other Fire and Rescue Services and
agencies, DFRMO Incident Command (IC) Policy presents a building block approach to
provide a robust Incident Management process. The policy of DFRMO is that the fire officer
present from the primary authority will take charge of the incident; if the incident takes place
on a military establishment, this will be the DFRMO incident commander. At incidents of
special risk i.e. military aircraft, submarines etc. the civil Fire & Rescue Service fire officer will
assume the role of overall IC of the incident but will work closely with the senior DFRMO fire
officer present, who may assume the role of Tactical Advisor sharing risk critical information.

11.10 Joint Regional Liaison Officer

The JRLO is Defence’s primary focus in the regions for the integration of UK military operations
with civil authorities, based on the geographic boundaries of the Army’s RPOC brigades.
During periods of routine they will represent Defence at Local Resilience Fora (LRFs) and will
attend all relevant training and exercising events. When a crisis occurs, they may represent
the RPOC brigade commander at the SCG or, if the crisis covers a number of LRF areas and,
therefore, requires concurrent representation from Defence in a number of areas, the role may
be assumed by another MLO nominated by Defence, drawn usually from military
establishments or units from within that region. Single-Service liaison officers from the Royal
Navy and Royal Air Force complement the capability and capacity of the JRLO and provide
specialist single-Service advice. The JRLO will be able to provide advice on what military
capability might be available in an emergency situation and how to submit a request.

11.10.1 Requests for Military Assistance

If the assistance or support of the armed forces is required for an incident, the usual means to
submit a ‘Military Aid to the Civil Authority’ (MACA) request is through the SCG to the relevant
lead government department (LGD). For situations where the lead responder on the ground
is the police or Fire and Rescue Service, the lead government department will be the Home
Office; for the ambulance service it will be the Department of Health.

Where the local authority is in the lead the LGD is the Department for Communities and Local
government (DCLG). Slightly different arrangements exist in the devolved areas, although the
LGDs remain the London-based Wales Office, Northern Ireland Office and Scotland Office. In
circumstances where the emergency response apparatus, such as a strategic (‘gold’) or
tactical (‘silver’) co-ordination groups, has not been established, police headquarters will be
able to supply the contact details for the JRLO for each area.

11.10.2 Emergency Assistance

If an exceptional emergency situation develops that requires an urgent response from military
units for the purposes of saving life, local commanders are authorised under standing
arrangements to deploy without seeking approval from higher authority. The Defence Council
approves the employment of Service personnel on tasks that are assessed as: ‘being urgent
work of national importance, such work as is considered by a local commander, at the time
when the work needs to be performed, to be urgently necessary for the purposes of the
alleviation of distress and preservation and safeguarding of lives and property in the time of
disaster...” Therefore, there is a duty on military commanders to act on their own responsibility
without a request by the civil power where, in very exceptional circumstances, a grave and
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1025 sudden emergency has arisen, which in the opinion of the commander demands his immediate
1026 intervention to protect life or property.

1027 11.11 Further Information

1028  More details of the role of the armed forces in supporting the civil authorities can be found in
1029 the Joint Doctrine Publication (JDP) 02 at the following link:

1030 https://www.gov.uk/government/uploads/system/uploads/attachment data/file/28469/JDP02
1031  Ed2.pdf

1032 A useful addendum has been written specifically for civil authorities and responders:

1033 https://www.gov.uk/government/publications/jdp-02-addendum-to-operations-in-the-uk-the-
1034  defence-contribution-to-resilience
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Annex A. Control Room Roles & Responsibilities

The overarching aim of the Control Room Supervisor is to ensure that rapid and effective
actions are implemented to save lives, minimise harm and mitigate the incident.

To achieve this you will need to:

a) Make an initial assessment of the available information and ensure appropriate resources
are mobilised

b) Determine if the situation requires escalation to your respective service’s incident
command structure and take action where appropriate3!

c) Ensure - where appropriate - that a declaration of a major incident takes place

d) Have an understanding of the role of each agency in the effective sharing and co-
ordination of information available during the early stages of an incident

e) Establish shared situational awareness by agreeing a common view of the situation, its
consequences and potential outcomes and the actions required for its resolution

f)  Jointly agree a preliminary Rendezvous Point (RVP) - and Forward Command Post (FCP)
if required - for the initial response and communicate this to commanders without delay

g) Share information using the M/ETHANE structure in the early stages of an incident
between control rooms and all resources involved

h) Co-ordinate continuous communication between control room single points of contact
(SPoCs) by a method agreed as part of an early multi-agency discussion

i)  Agree timings for further voice conversations between control room supervisors so as to
maintain Shared Situational Awareness

i) Consider the need for establishing interoperable voice communications at an early stage

k) Understand how continually changing hazards/risks affect each organisation and work
with multi-agency control room colleagues to address them

) Make and share decisions within your agreed level of responsibility, being cognisant of
consequence management

m) Support the response by ensuring appropriate additional resources are mobilised
including specialist assets and command support roles

n) Update the other commanders with new information and/or intelligence as the incident
progresses

0) Ensure your legal and statutory responsibilities are met in relation to the health, safety
and welfare of individuals from your organisation during the response

p) Maintain accurate records of information known, decisions taken and concise rationale
for those decisions

g) Take a full part in organisational post-incident procedures

r)  Consider Joint Organisational Learning

31 In some smaller scale incidents it may be appropriate for one or more service to deploy commanders to scene whilst other
services maintain command from their control room. When this model is adopted it is important that control room managers acting
as commanders work with commanders at the scene in line with the JESIP principles.
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Annex B. Operational Commander Roles & Responsibilities

The overarching aim of the Operational Commander is to ensure rapid and effective actions
are implemented that save lives, minimise harm and mitigate the incident. To achieve this you
will need to:

a)

b)

f)

9)

Make an initial assessment of the situation and ensure appropriate resources are
requested and where appropriate, that a declaration of a major incident takes place
(M/ETHANE);

Have an understanding of the role of each agency in the effective management and co-
ordination of victims, survivors and relatives;

Use the JDM to establish shared situational awareness by agreeing a common view of
the situation, its consequences and potential outcomes and the actions required for its
resolution;

Carry out a briefing at the earliest opportunity. Ensure the message is clear and commonly
understood, at regular intervals;

Convene joint meetings and use the JDM to share and coordinate information, intelligence
and operational plans, to ensure multi-agency compatibility and a clear understanding of
the initial tactical priorities and ongoing tactics;

Using the JDM, maintain shared situational awareness through effective communication
to all multi-agency organisations, to assist in the implementation of the operational plan;
Using the JDM, construct a joint action plan, and priorities necessary for its execution, in
sufficient detail for each service to have a clear understanding of the other responders’
future activities by nature, location and time. Understand all the multi-agency Operational
Commander roles, core responsibilities, requirements and capabilities (including gaps);
Identify and agree the triggers, signals and arrangements for the emergency evacuation
of the scene or area within it, or similar urgent control measures.

Using the JDM, conduct, record and share ongoing dynamic risk assessments, putting in
place appropriate control measures with appropriate actions and review;

Understand how continually changing hazards/risks affect each organisation and work
with your multi-agency colleagues to address these issues;

Ensure your legal and statutory responsibilities are met and action them in relation to the
health, safety and welfare of individuals from your organisation during the response;
Make and share decisions within your agreed level of responsibility, being cognisant of
consequence management. Disseminate these decisions for action to multi-agency
colleagues;

Using the JDM, identify and action the challenges your organisation’s operational plan
may cause multi-agency partners;

Determine whether the situation requires the activation of the next level of command
support (Tactical Co-ordinating Group) and make appropriate recommendation;

Update the Tactical Commander on any changes, including any variation in agreed multi-
agency tactics within their geographical/functional area of responsibility;

Ensure appropriate support at the scene by your organisation, in terms of communications
operatives and loggists - if available NILO support or equivalent should be provided. The
amount and type of support will be determined by the incident;

Consider organisational post-incident procedures.

Consider Joint Organisational Learning

Page 37 of 50



1116

1117
1118
1119
1120

1121
1122
1123
1124
1125
1126
1127
1128
1129
1130
1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149
1150
1151
1152
1153
1154
1155
1156
1157
1158

Annex C. Tactical Commander Key Roles and Responsibilities

The overarching aim of the Tactical Commander is to ensure rapid and effective actions are
implemented that save lives, minimise harm and mitigate the incident. The Joint Decision
Model (JDM) should be used as the standing agenda for Tactical Co-ordinating Group (TCG)
meetings. To achieve the overarching aim, you will need to:

a)

b)

d)

e)

f)

9)

h)

)

k)

Be aware of and understand the multi-agency command structure, commander roles,
responsibilities, requirements and capabilities (including gaps) and monitor the
operational command structure including functional roles;

Determine whether the situation merits the activation of the strategic level of co-ordination
and recommend accordingly;

Establish a common view of the situation between the responder agencies. Initiate (if
appropriate) and identify the chair of a multi-agency TCG meeting at the earliest
opportunity, and then at regular intervals, to ensure shared situational awareness;
Construct and agree the overall joint intent, objectives and concept of operations for their
achievement within a joint plan. At regular intervals assess and disseminate, through the
appropriate communication links, the available information and intelligence to properly
evaluate threats, hazards, vulnerabilities and own actions in order to establish and
maintain multi-agency shared situational awareness and promote effective decision
making;

Provide accurate and timely information to inform and protect communities, working with
the media and utilising social media through a multi-agency approach;

Understand how continually changing threats and hazards affect each organisation and
work with multi-agency colleagues to conduct joint dynamic risk assessments, putting in
place appropriate mitigation and management arrangements to continually monitor and
respond to the changing nature of emergencies for your organisation;

Ensure your legal and statutory responsibilities are met and doctrine considered in relation
to the health, safety, human rights, data protection and welfare of individuals from your
organisation during the response;

Share and co-ordinate operational plans to ensure multi-agency compatibility and
understanding of both the initial tactical priorities and ongoing tactics;

Identify and agree a common multi-agency forward control point for all Operational
Commanders and remain suitably located in order to maintain effective tactical command
of the incident or operation and maintain shared situational awareness;

Manage and co-ordinate, where required, multi-agency resources and activities, providing
a joined up and directed response;

Liaise with relevant organisations to address the longer term priorities of restoring
essential services, and help to facilitate the recovery of affected communities;

Ensure that all tactical decisions made, and the rationale behind them, are documented
in a decision log, to ensure that a clear audit trail exists for all multi-agency debriefs and
future multi-agency learning;

Facilitate or make available debriefing facilities (supporting the Operational Commander
and debriefing them); and

Consider Joint Organisational Learning.
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Annex D. Strategic Commander Roles & Responsibilities

The overarching aim of the Strategic Commander is to set the policy, strategy and the
overall response framework for the response to the incident. This provides the parameters
for the Tactical Command level and the response.

a)
b)

c)

d)
e)
f)
9)
h)

)

K)

p)
a)

Protect life, property and the environment;

Set, review, communicate and update the strategy, based on available intelligence and
the threat and risk;

Attend and possibly chair a Strategic Co-ordinating Group (SCG), if established, or
consider the need to request that a SCG is set up;

Consult partner agencies and community groups when determining the strategy;
Become involved in making tactical level decisions, where appropriate;
Consider setting tactical parameters within which the Tactical tier can work;
Become involved in briefings where appropriate;

Remain available to other agency Strategic or Tactical tiers of command, to ensure that
appropriate communication mechanisms exist at a local, and national level;

Ensure that, where appropriate, command protocols are set, agreed and understood by
all relevant parties;

Secure strategic resources in order to resolve the incident and prioritise the allocation of
resources, where appropriate;

Ensure that there are clear lines of communication between Category 1 and 2 responders
and appropriate agencies;

Review and ensure the resilience and effectiveness of the command team, identify the
requirements for assistance from the wider resilience community and manage them
accordingly;

Plan beyond the immediate response phase for recovering from the emergency and
returning to normality;

Have overall responsibility within the command structure for health and safety, diversity,
equality and human rights compliance and ensuring that relevant impact assessments are
completed;

Identify the level of support needed to resolve the incident or operation and resource your
agency’s response;

Have responsibility for the development of communication and media strategies;
Carry out a post-incident hot debrief, and debrief.

Consider Joint Organisational Learning
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Annex E. Strategic Co-ordinating Group Roles & Responsibilities

1. The purpose of an SCG (as set out in the non-statutory guidance contained in Emergency
Response and Recovery) is to take overall responsibility for the multi-agency management
of the emergency and establish the policy and strategic framework within which lower
levels of command and co-ordinating groups will work. The SCG will:

a)

b)
c)

d)

e)

Determine and promulgate a clear strategic aim and objectives and review them
regularly;

Establish a policy framework for the overall management of the event or situation;
Prioritise the requirements of the tactical tier and allocate personnel and resources
accordingly;

Formulate and implement media handling and public communication plans,
potentially delegating this to one responding agency;

Direct planning and operations beyond the immediate response in order to facilitate
the recovery process.

2. The SCG does not have the collective authority to issue executive orders to individual
responder agencies. Each organisation retains its own command authority and defined
responsibilities and exercises command of its own operations in the normal way. However,
the co-ordinated direction and instructions that the SCG produce will be converted by each
responder into appropriate commands down its own command structure and transmitted
directly to all subordinate Tactical Co-ordinating Groups. These are well practised and
understood arrangements that are used regularly across the country.

a)

b)

c)

d)

It will normally, but not always, be the role of the police to co-ordinate activity with
other organisations and therefore to chair the SCG. The police are particularly likely
to field an SCG chair where there is an immediate threat to human life, a possibility
that the emergency was a result of criminal or terrorist activity, or where there are
significant public order implications. Under these circumstances, the same person
may be the Police Strategic Commander and the SCG Chair. In other types of
emergency, for instance certain health or maritime scenarios, an agency other than
the police may initiate and lead the SCG.

The SCG may take some time to set up and obtain a clear picture of unfolding events.
As a first priority it should formulate a strategy with key objectives that will encompass
and provide focus for all of the activity of the responding organisations. To ensure
that co-ordinated effort is enabled, even before the SCG first meets, a working
strategy should be immediately available to promote priority actions. When the SCG
meets and gains a full understanding of the situation, they should then review and
amend the working strategy and adjust objectives and priorities as necessary.

A working strategy that should be used as the default initial start point is provided
overleaf, together with initial objectives and enabling actions for further consideration.

The SCG should be based at an appropriate location away from the scene. The
location, at which the SCG meets, with its supporting staff in place, is referred to as
the Strategic Co-ordination Centre. This will usually, but not always be at the
headquarters of the lead service or organisation (e.g. Police Headquarters). The
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location of meetings may change when another agency takes the lead for the
Recovery Co-ordination Group when the focus moves from response to recovery.

3. SCG strategy and meeting agenda

3.1 The purpose of the SCG strategy is to direct and enable the response to an incident

in order to save lives, to contain the situation and limit the effect of both the direct and
indirect consequences created by the emergency and any unintended or indirect
consequences caused by responder activity. Noting that the SCG will take some time
to come together, the following considerations will assist those involved to determine
the desired end state, aim, objectives, enablers and required activities that will be
elaborated into a specific strategy when the SCG meets.

3.2 Guiding objectives

a) Protect and preserve life;

b) Contain the incident: mitigate and minimise the impacts of the incident; maintain
critical infrastructure and essential services;

c) Create the conditions for recovery: promote restoration and improvement activity
in the aftermath of an incident.

3.3 Enabling activity

a) The following activities will need to be in place to promote an effective response:

b) The creation and sharing of a Common Operating Picture informed by and relevant
to all of the responding organisations;

c) Simplified procedures for making joint decisions and issue of timely direction;

d) Prioritisation of tasks;

e) Allocation of finite resources;

f) Cross boundary co-operation between partners.

3.4 Functional activities

a) The governing objectives above are designed to encompass but not prioritise (that
is the function of commanders at every level) the following list of activities:

b) Saving and preserving human life;

¢) Relieving suffering;

d) Containing the emergency, limiting its escalation and spread;

e) Providing the public and businesses with warnings, information and advice;

f) Protecting the health and safety of responding personnel;

g) Safeguarding the environment;

h) As far as is reasonably practicable protecting property;

i) Maintaining or restoring critical activities;

j) Maintaining normal services at an appropriate level,

k) Promoting and facilitating self-help within the community;

[) Facilitating investigations and inquiries (by scene preservation, record keeping);

m) Facilitating the recovery of the community (including humanitarian assistance,
economic infrastructure and environmental impacts);

n) Evaluating the response and recovery effort;

0) Identifying and taking action to implement lessons learnt;
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1282 p) Upholding the rule of law.
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Annex F.

SCG Meeting - Standing Agenda

Preliminaries: Pre notified seating plan by organisation & name plates for attendees in place

Introductions (by exception and only where deemed necessary)

Declaration of items for urgent attention

Confirmation of decisions on urgent items

Adjourn as Necessary to Action Urgent Issues

Situational briefing (including any clarifications or recent updates from Chief
of Staff/ Information Manager/Attendees by exception only

Review and agree strategy and priorities

Review outstanding actions and their effect

Determine new strategic actions required

Allocate responsibility for agreed actions

Confirm date and time of next meeting and required attendees

(alongside an established meeting rhythm)

Post Meeting: Distribute record of decisions, ensure decision log is updated &

complete
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Annex G. Best Practice When Making Entries in a Decision Making Log

10.

Your log should be CIA — Clear, Intelligible, Accurate

Write in permanent black ink

The log should be kept contemporaneously throughout, but if this is not practicable in
the circumstances, entries should be made at the first reasonable opportunity after the
event to which they relate, and if there is a delay of more than a few minutes in making
an entry a short explanation of the reason for the delay should be included

Ensure that you record the reasons for all actions taken and decisions made along with
the actions and decisions themselves. The rationale may well turn out to be as
important as the conclusion in justifying matters at a later date

Record any non-verbal communications, you must not put your own interpretation on
non-verbal communications Only note down facts. Record all questions and answers
in direct speech

No erasures, Mistakes should be ruled through with a single line and initialled

No overwriting or writing above the ruled through error should be made

No blank spaces

Unused spaces at the end of lines should be ruled out with a single line

Unused space at the end of a page should be ruled through with a diagonal line and
initialled by the post holder date and timed
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1306 Annex H. Joint Decision Log Template

Classification when complete

Print Name Signature Time Date

Name of the Person completing
this log

Date and Time commenced

Incident numbers

Location of Incident

Incident/event

1307

1308 1. Please enter the names, roles and organisation of all those commanders who have
1309 entries made in this log. They must sign their own sighature, adding the date and time.

Print name Role Organisation | Signature | Initial Time | Date

1310
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1311

Decision Log Number

Date and Time of Decision

1. Identify situation & gather
information

What is your understanding of What has

happened?
What do we know so far?
What might happen?

2. Assess threats & risks

(Do | need to take action immediately?
Do | need to seek more information?
Where can | get it from?

What could go wrong?

3. Policies & Procedure
Which ones have | taken into account

4. Options & Considerations

What options are open to me?
Consider immediacy of any risk/threat,
limits of information etc.?

5. Decision & Rationale
Decision controls- why are we doing
this?
What do we think will happen?
Do we have a common understanding
and position on;
+ Situation
* Available information
* Terminology
* Working practices
+ Conclusions
Is the benefit proportional to the risk?

6. Review of Decision - Time and
result

Names of People Making Decision

Name of Person Recording Decision
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1312  Annex |l IIMARCH: A Common Briefing Tool

1313 IIMARCH is a structured format for delivering briefings, orders and de-briefing.

Initial | Item Action

l. Information

Key questions: What, where, when, how, how
many, so what, what might?

Considerations: timeline and history (if
applicable), key facts reported using
M/ETHANE (Major Incident [if applicable],
Exact Location, Type of Incident, Hazards,
Access, Number of casualties, Emergency
services)

Intent

Key questions: why are we here, what are we
trying to achieve?

Considerations: strategic aim and objectives,
joint strategy

M. Method
Key questions: how are we going to do it?

Considerations: command, control and
coordination arrangements, tactical and
operational policy and plans, contingency
plans

A. Administration

Key questions: what is required for effective,
efficient and safe implementation?

Considerations: identification of
commanders, tasking, timing, decision logs,
equipment, dress code, PPE, welfare, food,
logistics

R. Risk Assessment

Key questions: what are the relevant risks,
and what measures are required to mitigate
them?

Considerations: to reflect the JESIP common
understanding of risk element, and using the
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Initial | ltem Action

ERICPD *2 hierarchy for risk control as
appropriate.

C. Communications

Key questions: how are we going to initiate
and maintain communications with all partners
and interested parties?

Considerations: radio call signs, other means
of communication, understanding of
interagency communications, information
assessment, media handling and joint media
strategy

H. Humanitarian issues

Key guestions: what humanitarian assistance
and human rights considerations arise or may
arise from this event and the response to it?

Considerations: requirement for
humanitarian assistance, information sharing
and disclosure, potential impacts on
individuals’ human rights

1314

32 ERICPD: Eliminate, Reduce, Isolate, Control, Personal Protective Equipment, Discipline.
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Annex J. Definition of Key Terms in Interoperability

Aim - a short, precise and measurable statement of the desired end state which an effort or
activity is intended to bring about.

Capability - A demonstrable ability to respond to and recover from a particular threat or
hazard.

Command - The exercise of vested authority, that is associated with a role or rank within an
organisation, to give direction in order to achieve defined objectives. Command is carried out
by those who have been given authority (through role or rank) over others, for a specific
operation or incident, to make decisions and give direction in order to achieve jointly defined
and agreed objectives. Personnel who provide subject matter expertise or advice do so in
support of the Operations or Tactical Commander and as part of the Command Support Team.

Commander - Personnel who, by function or rank, are charged with ensuring the readiness
of their teams, forces or organisations to discharge their stated duties and obligations.

Control - The application of authority, combined with the capability to manage resources, in
order to achieve defined objectives. Control is defined as the authority and capability of an
organisation to direct the actions of its own personnel. While one emergency service cannot
exercise command over another, it may be appropriate for service commanders to grant the
authority to exercise control of their organisation’s personnel or assets to a co-ordinating group
or commander of the designated lead service for a specific task.

Co-ordination - The integration of multi-agency efforts and available capabilities, which may
be interdependent, in order to achieve defined objectives. Co-ordination occurs at one or more
of three ascending levels - Operational, Tactical and Strategic, with national level co-ordination
in the most serious of emergencies.

Emergency - An event or situation which threatens serious damage to human welfare in a
place in the UK, the environment of a place in the UK, or the security of the UK or of a place
in the UK.

Guiding responsibility — Where control of an individual, as defined in Annex A, is transferred
to another emergency service for the purposes of a specific task. Legal liability for the actions
of the said individual remains, at all times, with the service of which the individual is an
employee.

Joint learning - The identification of lessons from exercises or operations that are relevant to
joint working and the process of effecting and embedding change in organisations and
behaviours in response to those lessons. Learning is the process of developing knowledge,
skills, attitudes and behaviours. It is therefore essential that lessons identified about joint
working, from event or exercise debriefs or other mechanisms, should be captured, assessed,
shared and acted upon jointly in order to promote continuous improvement but also to confirm
good practice where it is identified.

Joint working - A number of organisations working together on a course, or courses of action,
to achieve agreed emergency response objectives. The public expects that the emergency
services will work together, particularly in the initial response emergency, in order to preserve
life and reduce harm. Individual Police, Fire & Rescue or Ambulance Service priorities should
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not override the degree of multi-agency co-operation required to efficiently and effectively work
together. The aim is to use the available resources to the best collective effect to achieve the
jointly agreed Objectives for a successful response. It is essential that the activities of one
responder service do not impede or detract from the efficiency of another.

Means - the resources and capabilities that are available to realise defined objectives.

Objectives - a list of steps, phases or tasks that have to be completed in order to achieve the
overarching aim.

Personal Data - Data which relates to a living individual or group who can be identified from
the data and includes any expression of opinion about the individual and any indications of
intentions in respect of the individual (The Data Protection Act 1998).

Plan - a statement or elaboration of what an individual, organisation or group will do in the
event of specified circumstances.

Policy - a statement of factors that bear on ways and means by which strategic objectives can
be achieved.

Rapid onset emergency — An emergency which develops quickly and usually with immediate
effects, thereby limiting the time available to consider response options.

Rising tide emergency — An event or situation with a lead-in time of days, weeks or even
months e.g. health pandemic, flooding or pop concert, the final impact of which may not be
apparent early on.

Sensitive personal Data - Personal data consisting of information as to (including but not
exclusively): race/ ethnic origin, religious beliefs, physical or mental health and commission or
alleged commission of any offence (The Data Protection Act 1998).

Strategy - A high level statement of the desired end state and the ways and means of
achieving it.

Task — a defined piece of work, typically of limited time duration, that is allocated to a specific
individual or group.

Ways - the articulation of relevant options and constraints that apply to the attainment of
defined objectives.
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